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Abstract. Information Security is considered as an important research field. Steganography
and cryptography are important techniques that preserve on the secrecy of sensitive
information. This paper presents the current status of a steganography mechanism and their
relationship with cryptographic techniques (especially the newest ones like chaos
cryptography) under the new trends of multidisciplinary prospective techniques. And also
presents the implementation of chaotic maps with steganography techniques.
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1 INTRODUCTION

In recent years, the technologies are growth, such that a people prefer the use of wireless
communication as a primary channel to transmit a data through the world. That means data
security becomes important to protect information from the eavesdropping and modification
over the Internet. There are many developed security techniques ; like cryptography,
steganography, to protect a data [1].

Both of steganography and cryptography used for concealing information. But the
steganography does not detect any doubt about the hidden information that helps the attacker.

Cryptography used to change the form of data. Steganography hides the existence of data
itself that cause the attacker cannot find out where a hidden place of message in easy. Both
techniques can be combined to get better protection of information [2].

This paper describes a steganography mechanism in section Il. Steganography in digital
mediums in section I11. Benefits of steganography and its drawbacks in section IV. The used
performance measures in section V. Chaotic based steganography and their important rule as
a hybrid structure combine both crypto and stego techniques give in section VI.

2 STEGANOGRAPHY TECHNIQUES

Steganography techniques based on replacing bits of useless data with bits of important
information. There are three methods of steganography: “Pure steganography”, “secret key
steganography”, and “public key steganography”.

The “ Pure Steganography ” method does not require any exchange of secret tool between a
sender and receiver like the exchange of a stego-key as shown in figure 1. This method offers
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less secrecy since the sender and receiver communicate over open system like the Internet and
they suppose that there is no a third party between of them [3].
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Fig.1. Pure steganography Method

In a “ secret key steganography ” method, there is a prior secret session for exchanging a
stego-key. Then the sender can embed a secret message in a cover which help a secret stego-
key to get a stego-object and send it through the internet. The receiver receives a stego-object
and extracts a message using an agreed stego-key. The advantage of this method that even if it
is intercepted then only authorized parties knows a secret stego-key to extract a secret
message.

A general block diagram of steganography is shown in Figure 2 . It contains three basic
components:- “original message (M)”, “cover medium (C)”, and “stego-key” (K) to get a

stego-object (£) Or embedded message (E) [4].
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Fig.2. Secret key steganography

To extract the original message from a received stego-object by an authorized receiver. It

must have a same key of the sender to get the extracted message (Ey).

A cover medium means text, image, audio, or video in which the original secret message will
be embedded. An original message also text, images, audio, or video which can be embedded
in cover medium to help a stego-key to get a stego message [5].

In “ public key steganography” method, it is like a concept of public key cryptography. The
sender embeds a secret message in a cover using a public key to get a stego message and send
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it through the internet. The receiver can extract a secret message using a secret private key.
This method is more robust against the attacker since it has multiple levels of security and the
attacker requires a time to intercept a secret message as shown in figure 3 .

Cover Medium Public key Private Key

© !

Embedding @ Extracting

Secret Object (M) Stego- object Secret Object (M)

Fig.3. Public key steganography

There are two techniques are related to steganography in closely and have different algorithms
to protect a publishing and copyright. These techniques are fingerprinted and watermarking.
Fingerprint algorithms embed a unique signature of the publisher in his publishing copies
using a specific way of embedding for different publishers. While the algorithms of
watermarking embed a mark or signature in the carrier objects using the same embedded
method. Signature and marks in the watermarking and fingerprint are hidden using a specific
method, although it visible and public knowledge [4][7].

Steganography has widely used in areas like “Military”, “Banking”, “Market Applications”,
“Secret Communication”, “Copyright Protection”, “Feature Tagging”, “Digital
Watermarking”. There are six attacks against Steganography algorithms:

Stego only attack — only the stego object is available for analysis.

Known cover attack — the original cover object and the stego object are available for analysis.
Known message attack — the hidden message is available to compare with the stego object.
Chosen stego attack — the stego tool (algorithm) and stego-object are available for analysis.

Chosen message attack — takes a chosen message and generates a stego object for future
analysis.

Known stego attack —the stego tool (algorithm), the cover message and the stego-objects are
available for analysis [6] .

3 STEGANOGRAPHY IN DIGITAL MEDIUMS

Steganography can use all types of digital file formats for hiding information, in specialist
only those have more redundant bits that it necessary to embed secret message bits inside it.
The basic types of digital file formats that can be used with steganography are: (“text”,
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“image”, “audio”, “video”, and “protocol”) [7].

. Text file format: a secret message can be hidden in each character of the word in a
cover text. This method has less used after invention of other different digital file formats.
And also a text files have not more redundant data to hide a message.
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 Image file format: a secret message can hide in a cover image using a specific algorithm
and stego-key to get a stego image. The receiver can extract it from a stego image using a
same stego-key at the sender. There are several techniques for image file format:
v' Spatial domain techniques: “Least Significant Bit, Pseudorandom Permutation,
Palette Based Image, Cover Regions and Parity Bits, Quantization and Dithering,
Image, Downgrading and cover Channels”.
v Masking and filtering.
v" Transform techniques.
v’ Statistical methods.
v" Spread Spectrum.
v Distortion Techniques.

v" Cover Generation Techniques.

v File and Palette Embedding.

« Audio file format: The examples of digital audio file format are “WAVE”, “MIDI”, “AVI1”,
“MPEG” or etc.

This technique hides information in cover sound parts that are unnoticeable by human ear.

* Video file format: The examples of digital video format are “H.264”, “Mp4”, “MPEG”,
“AVT” or etc. These formats can be used for hiding any kind of secret message.

« Protocol steganography: The protocols (TCP, UDP, ICMP, and IP) are used in information
hiding. For example, a secret message is embedded in a header of a protocol packet [8].
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4 BENEFITS AND DRAWBACKS OF STEGANOGRAPHY

+ STEGANOGRAPHY ADVANTAGES

v

Steganography can hide the existence of the message such that the attacker cannot
guess about where the message is embedded.

It preserves and protects a copyright of publisher copies that contain important
information.

It keeps on the secrecy of secret confidential data, such as “credit card numbers”,
debit cards”, and “personal bank accounts”.

It provides a secrecy service that encourages a people used it to embed their
messages into a cover.

It is interested in publishing and broadcasting industries. To hide an encrypted

copyright mark and serial number in “digital films”, “audio recording”, “books”, and
“multimedia products” [6].

+ STEGANOGRAPHY DRAWBACKS

v

If its algorithm is intercepted then the attacker can find the place of hidden messages
and he can read it. Such drawback can be overcome by combined steganography
with cryptography (to strength it by encrypt the message before embedded it).

A hidden message can be destroyed easily. For example, if the secret message
embedded in least significant bits of cover. So the interceptor can destroy the
message by making a slight change.

Steganography needs an appropriate size of cover medium and redundant data to be
can hide a message.

5 PERFORMANCE MEASURES
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The performance of steganography algorithms can be measured by comparing between a
cover medium and a stego to determine how much the difference between them that gives a
powerful to steganography algorithm.

There are statistical measures that help to evaluate the performance, such as: “PSNR (Peak
Signal to Noise Ratio)”, “MSE (Mean Square Error)”, “SNR (Signal to Noise Ratio)”, “NCC
(Normalized Cross-Correlation)”, “BER (Bit Error Rate)”.

In addition, steganography algorithms must have robustness against statistical attacks and
manipulation transformations such as “linear and non-linear filtering, addition of random
noise, sharpening or blurring, scaling and rotations, cropping or decimation, lossy
compression.

The algorithms of steganography also must take into account the capacity of secret
information with the choice of a suitable cover medium with the use of various types of
format to embed such information as invisible to make a process of attack as very complicated
task [6][7].

6 CHAOTIC IN STEGANOGRAPHY

In the last decade, chaos theory was developed by physicists and mathematicians. It deals
with nonlinear functions. It has desirable features such as “deterministic”, “nonlinear”,
“irregular”, “long-term prediction”, and “sensitivity to initial conditions”.

One of these studies used chaos theory with “ Information Security Techniques ™ like
cryptography, steganography to strength the security. These techniques must be evolved with
the development of communication technologies.

The chaotic maps that are used in cryptography are: “Logistic map”, “Standard map”,
“Picewise linear chaotic map (PLCM)”, “Lorenz map”, “Chen map”, “Henon map”, “Cat map
(Arnold map)”, “Chebyshev map”, “Beta-transformation map” [9]. The security of
steganography, by combining it with cryptography [10]. The researchers aimed toward such

direction are:

In [11] proposed Chaotic Pixel Value Difference (C-PVD) approach. It used (1D) logistic
map or(2D) Arnold cat map in encryption with traditional steganography to get secure
payload.

In [12] proposed chaotic pseudo random bit sequence (C-PRBG) to generate a key has

size equal to biometric identifies the data as one time pad concept. C-PRBG can generate a
sequence of key by mixing three different (1D) chaotic maps as follows:

1 B, .p) = Bx,(D.py)
k(@) = | k(i —1) E(x,.p) = FElx,(.p) €))
0 E(x(0.py) < B(x,(0).py)

Where p,, p» and p3 are control parameters, x;1(0), X,(0) and x5(0) are initial conditions and
x1(i), x2(i), x3(i) denote the three chaotic orbits. The next values of chaotic orbits x;, X,, and
X3 as follows:

xn(i+1)= E_{.r,_'i:':],p,_:]
.r:{:'+1:]=F:{_r:{:':],,'!r::] )
i+ 1)=F {.rg'i:':],p!:]

Where Fi(Xq; po), F2(X2; p2) and Fs(xs; ps) are three different (1D) chaotic maps.
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In [10] used Indexed Based Chaotic Sequence for encryption purpose by using (Logistic
map). There other researchers used this technique existing in [13][14]. In [15] used Peace
Wise Linear Chaotic Map (PWLCM) to enhance LSB-DCT technique. PWLCM used to
generate a series that helps for randomly embedding of secret image in the DCT coefficients
of cover image.

In [16] proposed (3D) chaotic map to develop a spatial steganography method by embed
secret message into a cover image randomly. The equation of use (3D) chaotic map as
follows:

P [ﬁ tan?(arctan {.*"x_r.}}] mod 1

Yoy = [ﬁsfﬂ: (m"cmﬂ (h,i_D] mod 1 3)

¥

S
A [ngﬂr ltan (arctan(lz, | |] mod 1

In [17] used an Arnold map to scramble a secret image with key. This method applied
fractional Fourier transform and then applied DWT to both of cover and secret images. Then
the addition process can be applied using alpha blending technique between the DWT
coefficients of cover and secret images.

In [18] used logistic chaotic map for encrypting a secret text and for embedding in DCT
cover image. In [19] used Henon chaotic map to scramble a secret image and then embed the
result in cover image coefficients of 2D DWT.

In [20] messages embedded in LSB image randomly using subsection linear chaotic map
according to the perturbing algorithm presented in [21]:

g(x) x € oy
4
s = Jo(5G-09) *€ cut @)
x—(0.5+5
g( 1.—-: -I—L'I.?E) XE Oy
Where consider a (1D) subsection linear chaotic mapping with four subintervals:
4x l=Z=x<a
) 2 —dx a=x=h
9W =147 bzr<i-a ®)
—4x l-g=x=<1

By diffuse a third subinterval as c3 = [b, 1 — a): “divide c3 into two segments according to
e: 1 —escale: c31 =[b,b+e/r)and c32 = [b + e/r, 1 — a], where (¢) is diffused coefficient, r
is constant, x is initial number”. Let a = 0.25, b = 0.5 and r = 4, then obtain a subsection linear
chaotic mapping according to the perturbing algorithm as equation (4).
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7 CONCLUSION

Steganography is an information hiding technique. There is more research tries to strength
it. From one point steganography can be combined with cryptography to increase its security.
Modern researches oriented their aims toward using chaotic maps in steganography to
improve the overall security aspects of the whole resulted Hybrid Security System, and also to
increase the cryptanalytic efforts that must be paid to cryptanalysis the complete hybrid
(Crypto- Stego) system . The performance results of such hybrid systems are acceptable. And
the use of different chaotic maps is recommended in the future works.
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